Conaress of the Wnited States
ashington, BE 20515

June 19, 2018

Secretary Betsy DeVos

U.S. Department of Education
400 Maryland Avenue, SW
Washington, D.C. 20202

Dear Secretary DeVos,

As Members of Congress, it has come to our attention that Huawei Technologies, a “national
champion” of the People’s Republic of China, has formed a series of research partnerships with
over 50 universities in the United States that threaten national security. As Huawei describes it,
the “Huawei Innovation Research Program (HIRP) provides funding opportunities to leading
universities and research institutes conducting innovative research in communication technology,
computer sciences, engineering, and related fields.” We believe these partnerships may pose a
significant threat to national security and this threat demands your attention and oversight.

As you know, it is a central pillar of the National Security Strategy, signed by President Trump
in December of 2017, to “reduce the illicit appropriation of U.S. public and private sector
technology and technical knowledge by hostile foreign competitors.” Additionally, maintaining
the “technological advantage” of the Department of Defense was identified as a central goal of
Secretary Mattis’ National Defense Strategy that was released in January of this year. Doing so,
we believe, will require a whole-of-government solution to a whole-of-society challenge directed
by the Chinese Communist Party.

Huawei is not a normal private sector company the way we have grown accustomed to thinking
of the commercial economy in the West. As the bipartisan report of the House Permanent Select
Committee on Intelligence in 2012 recommended, “[b]ased on available classified and
unclassified information, Huawei and ZTE cannot be trusted to be free of foreign state influence
and thus pose a security threat to the United States and to our systems.”

More recently, Christopher Wray, Director of the Federal Bureau of Investigation, stated in
February 2018 during a hearing of the Select Committee on Intelligence of the Senate that he
was “deeply concerned about the risks of allowing any company or entity that is beholden to
foreign governments that don't share our values to gain positions of power...[i]t provides the
capacity to conduct undetected espionage.” And Admiral Mike Rogers, then Director of the
National Security Agency and Commander of United States Cyber Command, added that
Government programs need “to look long and hard at companies like this.”

The attached unclassified chart provided by the National Intelligence Council makes clear that
research partnerships with U.S. universities are a primary mode of “China’s Toolkit for Foreign
Technology Acquisition.” We urge that you promptly request a complete and classified briefing
by the Federal Bureau of Investigation and the Director of National Intelligence on Huawei and
Chinese technology acquisition modalities in general (as the technology transfer problem set is
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bigger than Huawei). We further urge that the Department of Education immediately request
(and require) information from the U.S. universities involved in any partnership with Huawei,
especially those receiving any federal research funding (including Department of Defense
funding) to gather information related to whether any such funding is involved in a Huawei
partnership, and whether any research personnel (including Chinese nationals who may be
involved in a so-called “Talents” program) are involved in these efforts. Lastly, we request you
immediately convene a senior-level working group to understand how the People’s Republic of
China attempts to gather U.S. technology on U.S. university and college campuses and to
develop recommendations (especially for those institutions that receive any kind of federal
funding) for protecting the U.S. technology advantage.

Looking forward, we ask that your Department work together with the Department of Defense,
the Department of Homeland Security, and the Intelligence Community to protect U.S. national

security. We stand ready to assist you in any way possible.

Thank you for your prompt attention to this important issue.
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JIM BANKS MARCO RUBIO
Member of Congress U.S. Segator
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MICHAEL R. TURNER
Member of Congress U.S. Senator
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ELISE M. STEFANIK d JAMES M. INHOFE
Member of Congress U.S. Sepator
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RUBEN GALLEGO TOM COTTON
Member of Congress U.S. Segator

K. MIZH\EL CONAWAk CORY GARDNER

Member of Congress U.S. Senator

Sincerely,




MIKE GALLAGHER ANGUS S. §ING, Ir.

Member of Congress U.S. Senator

MIKE COFFAN DOUG EAMBORN'

Member of Congress Member of Congress
iFRANK A. LOBIONDO WALTER J%{fiEé

Mempber of Congress Member of Congress

AUSTIN SCOTT

€ess Member of Congress
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Mempbser of Congress
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Member Ongress erjbe
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DUNCAN HUNTER DANA ROHRABACHER
Member of Congress Member of Congress
VICKY HARFZLER PAUL MITCHELL
Member of Congress Member of Congress
ENCLOSURE

CC: FBI, DHS, DOD, DNI



SUOIIIUNY 9OUSY|FIU) JsAWog sapaosd

OS|e pue 3}j0d |eucpIEN 2y st (S4n) Awnaes Jjiqnd

10 ANSIV S, BURYD "aaued|(|2u] JpsawoQ pue ‘2uadiu|

ufjai04 '2ouady)Bupauno] pue afeuoidsalziuno) Joj)
3|qisuocdsad 5| {SSN) Ayundag JIe3S Jo Asiuw S BUYD (1)

590jAJ9S AJLINJ3S

'sucdeam Juosiadiy j0 Juawdo@aap s,eulyd o) JOINGIAIVDD

Aay e se "Aussanun Sunjag 1e J01Jaap AIOIRIOOE] B 3WEdDq

oYM “IFYNEITH) AIOIBIONET [RUCIIEN SOLB|Y 507 JAWIT) B PAIIP3ND
JAYIILATII SIIUIIS JO AWIpeIY ISIUIT € LTOZ Y. b) ([

*5131295 3peL) U|0J5 WO josd 0) 51 Y3 pue eu) u| sajuediuod
paieaId Apaliz)e oym ‘siswayla)g uiRiosd Suped) 5, ppom
Sy jO U0 15uleBe JUILLIJIPY| U PI[EISUN [OQ AY) '9TOZ V) (1!

sa|uedLo’) Juos4

uoN|Iq EvS J0j Wiy
ASojouyaaiolq ey nauge jeuopeuninw Bujpes) e ‘eluaBuls
Enog euyDwaY) SPEIAU PAUMD-BIRIS “LTOT UI

{(v'3I) suolisinboy pue s1aBieiy

-23uaBy|RIu) [BII1E PUE 'SHI0GOI 'SAYIA SNOWOUOINE
*ANE31 [ENUIA Ul JUIWISIAU| 0} PIOM Sy} w doy ayy Buowe
249m Sy (2)dea JIMUIA FSAUND LTOZ JRqWPING JO Sy |1

SIUAWISIAY| 179

Q3dISSVIINN

1
Phyntur i Ingd e bngy =0

P cratirin
, 7 T
flonezisapoy AN N ﬂﬂ‘

[OPOIA LAMDJD) J)WLOUDI
UBANQ usHiBADULL

SR

yueasay
13MD EUOIEN PAISUAYRIHWD]

SIYOD DID3LVYYHLS
S, YNIHD

Q3ISSYIIND

“sauedwiod wiia 5o Jo Bupstiey

JagQA2 21215} 0} UONE(A) Y| S|EUONEY ITDuY) JSuele sadseyd snopea

BufIno WIUNHPY! WNOX-ZT € JO Jujeasun Iy PAJUNOUUE IHIWRLO]
10 awiedaq pue IINSNJ JO JuFwMedIq Y LTOZ IPqWIRG Y| (1)

YaYyL4agh)

‘Buljapow wa)sAs

yuea paauespe dojanap 0] AYS1aMUN WFY SEXa) PUR Yleasay

Jpaydsowy 10) J2IUa) [RUOHEN SN Y1 Yyim Aiojeicge| Juof

B paysiqelsa pey 1) pasunouue Alojouyaay pue U5 aupew
10) AJo1RIOqE (BUO)EN ORPBUID BY) 'L10Z JAGQWIAON ) (1

sdjysisupied yaiessay

SAYIA

19319 Suppng 01 paieapap ‘euD Ul AT PAY) § Auedwiod ay)
‘Auediwcd J010W Piog Yiiw Juawadue [ar) ainjuas-naol uoymu
5§55 ¢ paull|s oiny 3A107 JayBWIED ASIUNYD “LTOT JAQWIIAON UJ ([))

‘Bsedjal ssaid

r0Q e 01 Buipiodde ‘euy) ul Auedwod € jo Jeyaq uo SjepIlew 4n

«jenp ‘acxeuuopad-yS|y 01 paiejal 5121335 aped) €315 0 AJendsuod
Y3 sjenprapu) u3As palieyd {04 SN 341 LT0Z AR Ul 1Ty

540198][0D) [EUCIIPEJL-UON

‘SUBD| UG MOPEYS,
Aysy1 pue ansersad Bussalppe pue sprepuels Suunalae pue “Sunipne
‘unsoasip ‘jela) Buisessdu AQ ain)3aljyaie Asoiendas [ejoueuy
s.euly) Junwiapow papnjaul WAWHORIAIE NWIOUO3S Wid)-Sup)

£ euiy) JujuleIsnS JOj SUONEPUILILIOIRI JURE PHOM "ZTOT MI

uawWUoNAUg Azoienday pue je8a

uopsinbay ASojoutra) uliasog 10) yyjool s.euyd {N)



